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1. Purpose

This policy shall define the processes utilised to store information obtained by SMTV.

2. Policy Requirements

2.1 SMTYV shall store all information electronically on secure databases.
2.2 SMTYV shall meet all confidentiality obligations regarding information.

3. Implementation

3.1 This policy is in effect at all times in all aspects of operations.
3.2 This policy shall be reviewed at intervals not exceeding 12 months.

4. Penalties

4.1 Any intentional breach of this policy shall be deemed serious misconduct.
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5. SMTV Recordkeeping Statement

SMTV shall store all necessary information electronically on secure database(s). SMTV shall meet all
confidentiality obligations and seek approvals as necessary to use the information for internal/external
reviews.

6. SMTV Recordkeeping Management

SMTV shall at all times maintain the expected level of confidentiality and trust with regard to all
engagement information (technical, commercial or other). SMTV shall employ the following
Recordkeeping management principles:

6.1 Information Access — All information stored for a particular engagement shall be
accessible only to SMTV representative(s) nominated by SMTV and approved by the client.
6.2 Information Security — All information stored for a particular engagement shall be

accessible via secure database using a level of security (e.g. password, or secure link).

6.3 Information Structure — SMTV shall utilise robust file structures to compartmentalise
information within the native file system (see example in Annex A).

6.4 Information Currency — SMTV shall utilise dated file structure for supply of client information
(see example in Annex).

6.5 Information Revision — SMTV shall utilise both alphabetical and numeric revision numbers
for SMTV-generated documents as appropriate.

6.6 Information — communication — SMTV shall utilise the storage of emails as required for
engagement directives (e.g. scope, milestones, payments etc.).

6.7 Information — Confidentiality — SMTV shall operate on a strictly confidential basis. (See
Annex B — Confidentiality Agreement).
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Annex A:

SMTV Recordkeeping Structure

CONFIDENTIALITY AGREEMENT
ADMIN — INVOICES, PURCHASE ORDER
ADMIN CORRESPONDENCE

PROJECT 1. DATE
ngg INFO | 2. DATE
: SUPPLIED 3. DATE
SMIV | RISK MANAGEMENT, CALCULATIONS, DRAWINGS
DOCUMENTS ! '
| CLIENT CORRESPONDENCE
CORRESPONDENCE = 2oh bARTY CORRESPONDENGE
JOB NOTES
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Annex B: SMTV Confidentiality Agreement

Dear Customer,

SMTYV strives to promote good business practices and relationships which improve collaboration and
productivity with SMTV. SMT-ADP-005 is issued in accordance with the contractual obligations of the
consultant and the client for the duration of the current engagement.

SMTV would like to bring to your attention the following general guidance:
e Client Engagement — Confidential/Commercially Sensitive Information.

SMTV operates on a strictly confidential basis. SMTV management hold current membership of
Engineers NZ (formerly IPENZ) and abide by the Engineering New Zealand Code of Ethical Conduct.
SMTV is privileged to work with clients on their engineering and management requirements and shall at
all times maintain a high degree of trust and confidentiality with the client’s information.

SMTV has taken the following control measures which ensure the confidentiality and protect the
commercially sensitive nature of the submitted information:

1. All Information obtained by SMTV (documents/drawings/calculations etc.) shall be electronically
stored in a central database accessible only to the SMTV representative and SMTV QA Manager.

2. No other staff of SMTV shall access the information unless approved by the client.

3. All stored information shall not be shared with third parties unless written approval is granted by
the client (as required for project purposes e.g. peer review).

4. SMTV shall engage in client-written confidentiality agreements subject to the condition that an
intermediary signature from SMTV also reviews and signs the document.

SMT-ADP-005A shall be a confidentiality agreement when reviewed, signed and returned to SMTV.

Should you wish to discuss further, please contact:
Tejaswi Gonuguntla Director, SMTV CPEng(NZ/AUS) 1014220/697895, MEngNZ, MIEAust
7 / Digitally signed by

- — Teja Gonuguntla
Signed....... \7 ....... . on behalf of SMTV, Date: 19" July 2020

Client: , Representative (Name):
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